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Abstract: Electronic wallets system we have introduced several security 

mechanisms such as one time password, Session based security, Cookies based 

security, Capcha, IP authentication, Cryptography. Here we have discussed the 

threats to security of digital wallet. In this paper we have implemented access 

control mechanism to develop an electronic wallet based system where security 

is the major concern. This system is widely used in banking and financial 

institutions. The funds of people are stored in digital wallet and its security is 

must. In order to enhance the security of digital  
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[1] INTRODUCTION 

E-wallet is a type of electronic card which is used for 

transactions made online through a computer or a 

smart phone. Its utility is same as a credit or debit 

card. An E-wallet needs to be linked with the 

individual's bank account to make payments.  

E-wallet is a type of pre-paid account in which a user 

can store his/her money for any future online 

transaction. An E-wallet is protected with a 

password. With the help of an E-wallet, one can 

make payments for groceries, online purchases, and 

flight tickets, among others. 

 

 
 

Fig 1 E-wallet 

E-wallet has mainly two components, software and 

information. The software component stores personal 

information and provides security and encryption of 

the data. The information component is a database of 

details provided by the user which includes their 

name, shipping address, payment method, amount to 

be paid, credit or debit card details, etc.  

For setting up an E-wallet account, the user needs to 

install the software on his/her device, and enter the 

relevant information required. After shopping online, 

the E-wallet automatically fills in the user's 

information on the payment form. To activate the E-

wallet, the user needs to enter his password. Once the 

online payment is made, the consumer is not required 

to fill the order form on any other website as the 

information gets stored in the database and is updated 

automatically. 

 

 [2] THEME OF RESEARCH 

The theme of this research is to secure the digital 

wallet system in ecommerce application and provide 

following features to the system. 


